
 

Kernow HR Tel 0333 303 4749 www.kernowhr.uk 

This document is guidance as always please seek professional advice. 

Data Protection Law and Coronavirus Testing 

Data protection law when carrying out tests 

As employers will process information that relates to an identified or identifiable individual, 

they need to ensure compliance with the GDPR and the Data Protection Act 2018. Any 

personal data that relates to health is classed as ‘special category data’. 

The law does not prevent employers from taking steps to keep both their staff and public 

safe during the coronavirus crisis. But they still need to be responsible with personal data. 

Lawful basis for testing employees 

Provided there is a good reason for taking this action, employers are able to process health 

data that concerns Covid-19. The lawful basis of ‘legitimate interests’ is likely to be 

appropriate but all employers should make their own assessment for their own company. 

For more information for determining a lawful basis for processing HR data, please refer to 

our ‘how to’ guide. 

As health data has the protected status of ‘special category data’ (see above), employers 

must also identify an Article 9 condition for processing it. This condition covers the majority 

of what employers need to do in this situation, provided they are not collecting or sharing 

any data that is unnecessary. 

Ensuring compliance with data protection law 

Employers will need to use the accountability principle when processing test data. In effect, 

this means they are responsible for GDPR compliance and must be able to demonstrate their 

compliance, which can involve additional record keeping requirements. 

One way of demonstrating this accountability is conducting a data protection impact 

assessment. This should establish: 

• activity proposed 

• data protection risks; 

• whether the proposed activity is necessary and proportionate 

• the mitigating actions that can be put in place to counter the risks 

• a plan or confirmation that mitigation has been effective. 

An initial assessment should be regularly reviewed and updated. 

Collecting appropriate amounts of data 

It is important that employers only collect and retain the minimum amount of information 

needed in order to fulfil the purpose. All data collected should be: 

• enough to fulfil the purpose 

https://www.hr-inform.co.uk/employment_law/data-protection#collapse-accordion-4451-25
https://www.hr-inform.co.uk/how-to-guide/how-to-determine-a-lawful-basis-for-processing-hr-data-gdpr-compliant
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• has a rational link to that purpose 

• not be more than needed for that purpose. 

For example, employers will only likely require test results, rather than any other details 

considering underlying conditions. 

It is important to note the date of test results as the health status of individuals change over 

time. 

Keeping lists of staff who have symptoms, or have been tested as positive 

Employers can keep lists of this information; however they need to make sure the data is 

necessary and relevant for the stated purpose. Data processing should be secure and 

consider any duty of confidentiality owed to their staff. 

These lists must not result in any unfair or harmful treatment of employees. Information on 

staff who have reported symptoms should not be retained for purposes that staff would not 

reasonably expect. 

Informing staff of data processing 

It is important to be clear open and honest with staff and clearly communicate why the 

company wishes to use their personal data. It should also be made clear what decisions will 

be made with information on positive test results or testing for those with symptoms. 

Before any tests are carried out, staff should be informed what personal data is required, 

what it will be used for and who it will be shared with. It should also be made clear how 

long the data will be kept for. It is advisable to discuss the collection of this data with 

employees to provide them the opportunity to bring forward any concerns they may have. 

Disclosing positive test results to third-parties 

Staff should be informed of positive test results, however, if possible, employers should 

avoid identifying individuals. 

Data protection law does not prevent employers from ensuring the health and safety of its 

employees and employers should consider routes available to share data as outlined in the 

law. It should also be considered that there may be risks to the wider public by not sharing 

test information. 

Ensuring staff are able to exercise their information rights 

In order for staff to exercise their rights, they need to fully understand what personal data is 

held by the company and what it is being used for. Employers should therefore consider if 

they need to put processes or systems in place. 

An example given by the ICO is in relation to the right of access, which is also known as 

Subject Access. Employers could consider setting up portals or self-service systems which 

allow staff to manage and update their personal data where appropriate. 

If this is not possible, employers should still ensure that basic policies and procedures are in 

place to allow employee data to be available when required. 
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Data protection considerations when staff disclose test results 

Employers should have due regard to the security of this data and consider any duty of 

confidentiality owed to individuals who voluntarily disclose test results. 

Using temperature checks or thermal cameras on site 

As taking this action is technically considered using intrusive technologies, especially for 

capturing health information, employers must give specific thought to the purpose and 

context of its use. All staff monitoring needs to be necessary and proportionate and it is 

essential to remain transparent. 

It should also be considered whether the same results could still be achieved through less 

intrusive needs. If so, the monitoring may not be considered proportionate. 

 


